How STIR/SHAKEN Functionality Works in VoipNow

Overview

What is STIR/'SHAKEN

STIR/SHAKEN is a set of protocols and procedures intended to counteract caller ID spoofing on public telephone networks. Caller ID spoofing involves
masking the caller's identity or making it appear that the call is coming from a legitimate source, such as a local phone number or a well-known
organization. This type of spoofing is often used by robocallers and is common for calls made through voice-over-IP (VoIP) systems, which can be located
anywhere in the world. STIR, or Secure Telephony Identity Revisited, is a protocol for providing calling party information with a digital signature that can be
produced and verified at various locations. SHAKEN, or Secure Handling of Asserted information using Tokens, focuses on how STIR can be implemented
within carrier networks and addresses deployability. While STIR focuses on end devices, SHAKEN focuses on the carrier network.

The following guide applies for VoipNow version 5.6.0 M1 or higher.

How STIR/SHAKEN works

STIR/SHAKEN uses digital certificates based on public key cryptography to ensure that the calling number of a telephone call is secure. In essence, each
telephony service provider obtains a digital certificate from a trusted certificate authority, which allows the called party to verify that the calling number is
legitimate and has not been faked. In simpler terms, the certificate technology enables the called party to confirm that the calling number is accurate and
not a spoof.

The following call flow diagram illustrates how STIR/SHAKEN works.
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1. The originating service provider receives a SIP Invite and determines how to certify the call:

® Full Attestation (A) - The service provider authenticates the calling party AND confirms they are authorized to use this number.

® Partial Attestation (B) - The service provider verifies the call origination but cannot confirm that the call source is authorized to use the calling
number. An example would be a calling number from behind an enterprise PBX.

® Gateway Attestation (C) - The service provider authenticates the call’s origin but cannot verify the source. An example would be a call received
from an international gateway.

2. The service provider creates a SIP identity header and adds it to the Invite that it sends on the egress side.

3. The terminating service provider verifies the identity header and decides what to do with the call. It can also add a verstat string in the PAI header, which
means that the call was already verified.

How STIR/SHAKEN works with VoipNow



For VoipNow, the authentication functionality is developed in Kamailio and the verification functionality is developed in Asterisk.

Call authentication

To be able to sign calls with an Identify Header you will need a private key and a certificate from an authorized STI-CA (Secure Telephone Identity
Certification Authority). The list with approved certification authorities is published here. The process of obtaining the certificate may differ from one
company from another, but all of them will require that the service provider has been assigned an OCN. Further details about the paper work that needs to
be completed is available here.

You can verify if a private key matches the certificate with the following command.

openssl ec -in server.key -pubout | openssl nd5

read EC key

writing EC key

(stdin)= 66d166c47e045425eldcc4eb05af f 896

openssl x509 -in server.crt -noout -pubkey | openssl nd5
(stdin)= 66d166c47e045425eldcc4ebO5af f 896

1. Copy the private key, which you generated with the help of your Certificate Administrator and make sure it has the correct permissions:

cp private_key.pem/etc/voi pnow certs/sip/priv-key.pem

chown kanwmilio: kanailio /etc/voi pnow certs/sip/priv-key. pem

I's -lrth /etc/voi pnow certs/sip/priv-key. pem

-rwr--r--. 1 kanmilio kamailio 302 Nov 15 13:54 /etc/voi pnow certs/sip/priv-key.pem

2.Edit the following lines in /etc/kamailio/kamailio.cfg to enable STIR/SHAKEN. The result should look like this.

# Enabl e/ Di sabl e stirshaken signing for outgoing calls
#! def i ne ENABLE_STI R_SHAKEN

3.Make sure that the following lines in the kamailio.cfg include the correct path for the private key /etc/voipnow/certs/sip/priv-key.pem.

#1i fdef ENABLE_STI R_SHAKEN
nodpar an( " stirshaken", "as_default_key", "/etc/voipnow certs/sip/priv-key.pent')
#! endi f

4. Edit the kamailio.cfg to add the URL from the Certificate Repository where your certificate is hosted. You will need to replace "url_to_be_added" with
the URL provide by the CA.

# This is the url where the public certificate can be retrieved. If this is not set,the signing will fail.
$var(cert_url)="url _to_be_added";

5.Restart the Kamailio service.

service kamailio restart

You should be able to see the identity header in an Invite if you make a test call:

ldentity:

eyJhbCei G JFUzI INi | sl nBwdCl 61 nNoYW | bi | sI nR5¢cCl 61 nBhc3Nwb3J01 i wi eDV1Il j oi MTAt MTUWLTkXLTEzN 40Z3JpZC5! dS9j ZXJ0LnBlI
bSJ9.

eyJhdHRI ¢3Q O JCli wi ZGvzdCl 6eyJObi | 6WI 2M YyN i XX0s!| mi hdCl 6MIY2CDUy N A20Cwi b3JpZy| 6eyJObi | 61 j ULNTULNTUI f Swi b3Jp
721 k1 j oi NTEWYj k4MTI t NDk3Ny00Nj U2LTg3ZDEt NGY3M MOMDAXZTBj | n0. dUVr 93 SmFORNBVNE Vin7 0 Gy AW.qQNp4WAqP6Lensc3et 72BBE-
Eya94eQ\NhoWGz TW j au30S69RMBrt p7Ds9A; i nf o=<t est sti r shaken. coni cert. penp; al g=ES256; ppt =shaken

Verification

VoipNow will process all calls by default without taking into account if the Identity header is missing, present or fails the identity_check. The default action
is set to PASS.

When a call arrives on the system, there are three possible identity_check outcomes:


https://authenticate.iconectiv.com/approved-certification-authorities
https://transnexus.com/blog/2020/who-may-authenticate-calls-for-shaken/

® identity_missing - The Identity header is completely missing
® identity_check_ok - The Identity header contains a valid identity.
® identity_check_failed -The Identity header exists, but the identity is incomplete or invalid.

There are three actions the server can take :

® PASS - Just pass the call forward regardless of the identity check.

® STOP - Drop the call. In the call history, such a call will have the status NOT ALLOWED.

® ALERT - Alert the user by altering the callerid name. You can set values in [alert] section for every identity check outcome: missing_prefix,
missing_suffix, check_ok_prefix, check_ok_suffix, check_failed_prefix, check_failed_suffix.

To change the default setup, you will need to follow these steps:
1.Go to file /etc/asterisk/stir_shaken.conf, section identity_check to specify behavior and setup PASS, STOP or ALERT according to your needs.

2.Restart the asterisk service:

service asterisk restart

3.Install chain root certificate from CA by copying the CA certificates that are found here in /etc/pki/ca-trust/source/anchors/.
A new certificate file needs to be created for every company name from the pdf file to make sure that calls signed with all the STI-CAs can be verified.
Below is an example for a root certificate named comcast.pem belonging to the Comcast company that has the correct format.

----- BEG N CERTI FI CATE- - - - -

M | CNz CCAdy gAw BAgl JAOKHGy EWYf hOVA0 GCCq GSMA9BAMCMGA x Cz AJ BgNVBAYT
Al VTNRUVEWYDVQQ DAXQ@ZWBuc 3l sdnFuaWEx FTATBgNVBAC MDFBoaWhZGVs ¢ Ghp
YTEQVA4GALUECgWHQR 9t Y2Fz d DEf MBOGALUEAWWAR 9t Y2FzdCBTSEFLRU4AgUNBV
dCBDQTAe FwOy MDAz MT' ¢ x NDQLMTVaFw0O0 MDAz MT | x NDQLMTVaM*x Cz AJBgNVBAYT
Al VTMRUWEWYDVQQ DAXQZWsuc 3l sdnmFuaViEx FTATBgNVBAC MDFBoaWkhZGVs c Ghp
YTEQVA4 GALUECgWHQ 9t Y2Fz d DEf MBOGALUEAWWMAR 9t Y2FzdCBTSEFLRU4gUNBv
dCBDQTBZVBMGBY q GSVE9 Ag EGCCq GSMA9AWEHAOI ABJSzZzTeNhxovLt ywhdzQU10
9JZLkexXj BVIOXB/ j gf vOqy9ZJf cP7x9cr j SbzBul+l 0G65Qyvg5FGz 5WEXR1cKK|
Yz BhIVBOGA1 Ud Dg QMBBSRk Myxhg5PFI 6+t TdRP2| 55SMoHDAf BJNVHSMEGDAWBSR
kMyxhg5PFI 6+t TARP2| 55SMbHDAPBgNVHRVBAf 8 EBTADAQH MA4 GAL Ud DWEB/ WQE
AW Bhj AKBggghkj OPQQDAgNJADBGAI EAgf eTR2ucl DYaJv Ry WABVBUy hbAW/r ACQ
7ZhPQpJ+cY8CI QDYYvj 3dj ID& hqwnbJRyxj X3YpxuHsoHR8pl f 7bHNSdA==
----- END CERTI FI CATE- - - - -

4.Refresh the CA certificate used by the server:

updat e-ca-trust

5.Reload the asterisk stir shaken config:

asterisk -rx "stir_shaken rel oad"

In the asterisk console, you should be able to see something like this if the verification works:


https://iconectiv.com/sites/default/files/2021-05/STI-CA%20Root%20Certificates%20List%20May%202021.pdf

Verifyldentity("SlP/ chan4-00000000",
“eyJhbCci G JFUzI 1Ni | s| nBwdCl 61 nNoYW | bi | sl nR65cCl 61 nBhc3Nwb3J01 i wi eDV1Ij oi MTAt MTUM.TkxLTEzNi 40Z3JpZC5! dS9j ZXJ0oLnB
I bSJ9.
eyJhdHRl ¢3Q O JCl i wi ZGVzdCl 6eyJ0bi | 6WI 2M YyN i XX0s!| ml hdCl 6MI'Y20DUy NDg4NSwi b3JpZy| 6eyJ0bi | 61 j ULNTULNTUI f Swi b3Jp
Z2| kI j oi M2JI YzVj Yj gt Zj Y3YyOONDQBLWFj Ymvt ZDgy OGU20GIkMhRI | nO.
_UBL5VI _A1ZzaSP63CCXI 00z GpnBnEM6g1nzM UaxKUKAvni Xba8Whzt Usl Fal TLZATOW | XunN_f sj b8f sgA; i nf o=<t est sti r shaken. com
[ cert. penp; al g=ES256; ppt =shaken, "5555555", " 626262"") in new stack

> Executing [s@acro-stir-call:2] Set("SIP/ chan4-00000000", "LOCAL(action)=PASS") in new stack

> Executing [s@macro-stir-call:3] Set("SIP/chan4-00000000", "LOCAL(callerid_prefix)=") in new stack

> Executing [s@acro-stir-call:4] Set("SIP/chan4-00000000", "LOCAL(callerid_suffix)=") in new stack

> Executing [s@racro-stir-call:5] Gotolf("SIP/ chan4-00000000", "O?check_failed") in new stack

== Parsing '/etc/asterisk/stir_shaken.conf': Found

> Executing [s@macro-stir-call:6] Set("SIP/ chan4-00000000", "LOCAL(action)=PASS") in new stack

> Executing [s@macro-stir-call:7] Set("SIP/ chan4-00000000", "LOCAL(callerid_prefix)=(Verified)") in new
stack

> Executing [s@racro-stir-call:8] Set("SIP/ chan4-00000000", "LOCAL(callerid_suffix)=") in new stack

> Executing [s@macro-stir-call:9] Set("SIP/chan4-00000000", "SECURI TY_CHECK=AVAI LABLE_PASS") in new stack

> Executing [s@mcro-stir-call:10] Goto("SIP/chan4-00000000", "check_end") in new stack

-- CGoto (macro-stir-call,s, 26)



	How STIR/SHAKEN Functionality Works in VoipNow

